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Theory and Algorithm for Roles Minimization Problem in RBAC
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Abstract: Roles minimization problem and its algorithm based on RBAC model are studied in this paper. Roles minimization
problem is introduced into concept lattice model. The minimal set of roles, roles replacement and roles reduction are defined, and the
corresponding theorems are proved. Based on this, the model of solving roles minimization problem based on roles replacement is
created and a greedy algorithm is proposed. In this algorithm, the object concepts set is regarded as initial set, concetps in roles set
are replaced and reducted by their parents one by one, and the minimal set of roles is solved by iteration in bottom-up way . Experi-
ments show that the theory and the proposed algorithm are effective.
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